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Abstract: Secret sharing approach and in particular Visual Cryptography (VC) try to address the security issues in 

dealing with images. In fact, VC is a powerful technique that combines the notions of perfect ciphers and secret sharing 

in cryptography. VC takes an image (secret) as an input and encrypts (divide) into two or more pieces (shares) that each 

of them can not reveal any information about the main input. The decryption way in this scenario is done through 

superimposing shares on top of each other to receive the input image. No computer participation is required, thus 

showing one of the distinguishing features of VC. It is claimed that VC is a unique technique in the sense that the 

encrypted message can be decrypted directly by the human visual system. 
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I. INTRODUCTION 

 

With the increase in digital data and due to the recent 

development of computers and computer networks, the 

need for methods to protect digital information is becoming 

more necessary. Digital data can easily be transmitted or 

stored and during that process it may vulnerable to be 

eavesdropped or substituted by enemies if the data are not 

enciphered by some cryptographic algorithms. 

In 1970’s two important secure approaches were developed 

to deal with digital data while transmitting. They are the 

public key cryptosystem, which was proposed by Diffe-

Hellman in 1976 [4], and the Data Encryption Standard 

(DES), which is a secret key cryptosystem adopted by the 

National Bureau of Standards in U.S.A. in 1977[4].  
 

In the case of secure data storage, we have the same 

problems such as eavesdropping and substituting, and those  

threats can be taken care of through cryptographic 

technologies. However, we may have other threats such as 

troubles of storage devices or attacks of destruction. In 

order to tackle those attacks, one approach would be having 

as many copies of the secret as possible[2]. But, if we have 

many copies of the secret, the secret tends to leak out, and 

hence, the number of the copies should be as small as 

possible [2]. This contradictive requirement can be 

addressed by a Secret Sharing scheme (SS) technique , 

which was proposed by Adi Shamir in 1979[2]. Shamir 

published an article titled “How to share a secret” [3]. In 

this article, the following example was proposed to define a 

typical secret sharing problem: 
 

“Eleven scientists are working on a secret project. They 

wish to lock up the documents in a cabinet so that the 

cabinet can be opened if and only if six or more of the 

scientists are present. What is the smallest number of locks  

 

 

needed? What is the smallest number of keys to the locks 

each scientist must carry? 

The minimal solution uses 462 locks and 252 keys per 

scientist.” 
 

In the paper, (k, n)-threshold scheme was introduced by 

Shamir to generalize the mentioned problem and formulate 

it [2]. It can be explained as follows: Let S be the secret to 

be shared among n parties. A (k, n)-threshold scheme is a 

way to divide S into n pieces S1,S2, … ,Sn that satisfies the 

conditions: 
 

1. Knowledge of any k or more Si pieces makes S easily 

computable. 

2. Knowledge of any k−1 or fewer Si pieces leaves S 

completely undetermined (in the sense that all its possible 

values are equally likely).  

 

Secret Sharing scheme can be applied in different domains. 

One of the areas that are heavily used this approach is in 

Visual Secret Sharing (VSS). VSS is a powerful technique 

that combine the notion of perfect ciphering and Secret 

Sharing approach. This method uses the idea of hiding 

secrets within images. These images are encoded into 

multiple shares and later decoded without any computation. 

In fact, Visual Secret Sharing approach uses the 

characteristics of human vision to decrypt encrypted 

images. The decoding process is as simple as 

superimposing transparencies, which allows the main 

secret to be recovered. It would be a great advantage for 

this method that anyone can physically manipulate the 

elements of the system, and visually see the decryption 

process in action without any knowledge of cryptography 

and without performing any cryptographic computations 
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II. (K,N)-THRESHOLD SS SCHEME 

 

(k, n)-threshold SS scheme illustrated in Figure 1. It shows 

that any k out of n shares can decrypt secret S but any k-1 

or less shares do not leak out any information of S. 

Therefore, even if n-k shares are destroyed by an attacker, 

we are able to recover S from the remaining k shares[2].  In 

addition, even if an attacker steals k-1 shares, any 

information about S does not leak out. This means that the 

SS scheme is secure against both destruction and stealing 

[2] 

 

 
Figure 1: A (k, n)-threshold secret sharing scheme [5] 

 

III. VISUAL SECRET SHARING 

 

A Visual Secret Sharing (VSS) scheme, which can be 

named as fundamental principles of visual cryptography 

proposed by Shamir is a method to encode a secret image 

into several images (shares), each of which does not reveal 

any information of the secret image. Each share is printed 

on a transparency, and is distributed to one of n 

participants. The secret image can easily be decrypted only 

by stacking the shares in an arbitrary order. Figure 2 shows 

how VSS scheme works in reality. 

 

 
Figure 2: An example of a (k,n)-threshold VSS scheme[5] 

 

IV. VISUAL CRYPTOGRAPHY 

 

VC is defined as a process for perfectly encrypting digital 

data that could be decoded using solely the human visual 

system [3]. This idea would allow data, in our case images, 

to be digitally transmitted or stored without concern that 

the data could be intercepted and accidentally revealed to 

unauthorized parties. The primary description associated 

with VC is the message being encoded into two or more 

shares. When looked at individually, these shares reveal no 

information about the message contained in them and 

resemble random noise [4]. 

 

V. VISUAL CRYPTOGRAPHY PROCESS 

 

The process behind VC is to generate shares randomly 

based on the input date (image) in such way that the 

outputs can stack together to show the input. Assuming that 

the message being encrypted is a binary image with p 

pixels, each of these pixels are separately encoded with a 

subpixel grouping with s pixels[5]. This allows n shares to 

be generated using these subpixel groupings. Each share is 

a collection of m black and white subpixels. These subpixel 

groupings are typically square to not distort the aspect ratio 

of the original image[5]. However, subpixel groupings that 

are not square do happen in VC algorithms and the aspect 

ratio of the image is altered accordingly. 

This structure can be described as an n×m Boolean matrix 

S. The structure of S can be described thus: S = (sij)m×n 

where sij = 1 or 0 iff the j
th
 sub-pixel of the i

th
 share is black 

or white. 
 

The important parameters of the scheme are[3]: 

• m, the number of pixels in a share. 

• α the relative difference in the weight between the 

combined shares that come from a white and black 

pixel in the original image (the loos in contrast). 

• γ  the size of the collection of C0 and C1 

• C0= the sub pixel patterns in the shares for a white 

pixel. 

• C1= the sub pixel patterns in the shares for a black 

pixel. 
 

The Hamming weight H(V) of the ORed m-vector V is 

interpreted by the visual system as[3]: 

• Interpreted as black if H(V)≥ d for threshold d 

• Interpreted as white if H (V)≤ d-α m for relative 

difference α >0 

• 1 ≤d ≤m 
 

The shares can be generated in the following manner: 

1. If the pixel of the original binary image is white, 

randomly pick the same 

pattern of four pixels for both shares. 

2. If the pixel of the original image is black, pick a 

complementary pair of patterns, 

 

The most commonly used subpixel groupings in VC 

algorithms are shown in Figure 3. The image is encoded in 

n shares and the message can be revealed by stacking k of 

those n shares. The generation of the shares is based on the 

value of the pixel and the probability of a subpixel group 

occurring[5]. A share generation scheme corresponding to 

k=2 and n=2 is shown in Figure 4. This is applied to a 

binary image by assigning the corresponding subpixel 

grouping to the pixels throughout the image. This results in 

two random shares where the message cannot be identified. 

 

 
Figure 3: Shares most commonly used for Visual 

Cryptography [6]. 

 

As figure 4 depicts a pixel is divided into four parts, can 

have six different states. If a pixel on share 1 has a given 
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state, the pixel on share 2 may have one of two states: 

identical or inverted to the pixel of share 1[4]. If the pixel 

of share 2 is identical to share 1, the overlaid pixel will be 

half black and half white. Such overlaid pixel is called grey 

or empty. If the pixels of share 1 and 2 are inverted or 

opposite, the overlaid version will be completely black. 

This is an information pixel. If the pixel states of share 1 

are truly (crypto secure) random, both empty and 

information pixels of share 2 will also have completely 

random states[4]. One cannot know if a pixel in share 2 is 

used to create a grey or black pixel, since we need the state 

of that pixel in share 1 (which is random) to know the 

overlay result. 

 

 
Figure 4: A share generation scheme corresponding to k=2 

and n=2[6]. 

 

VI. EXTENSION TO GRAY AND COLOR IMAGES 

 

The process of VC, as developed through the original 

algorithm [2], was designed to be used with binary images. 

As long as the secret messages being encoded can be 

represented in binary structure, the process shown in the 

original algorithm works well[4]. However, in reality the 

world is not composed of solely black and white pixels. 

With the increasing production of images in the digital age, 

gray and color images have a pressing need for encryption 

and protection as much, or more, as binary images [5].  

 

VIII. GRAY IMAGES 

 

Although, Shamir  focus  most of his paper on the 

development of an algorithm to encrypt binary images he 

was also aware of the eventual need to encrypt gray and 

color images so he proposed a technique which involved 

printing each of the pixels in an image as half black - half 

white circles[5]. This allowed the rotation angle of the 

corresponding circles to vary and which would reveal a 

range of gray tones throughout the overlapped shares. If the 

rotation angle of the first share pixels are chosen at 

random, then the relative change in rotation of the 

corresponding share pixels would result in uniformly gray 

shares with no information about the original image being 

revealed [4]. An example of this process is shown in Figure 

5 which illustrates the overlapping circle pixels process. 

While this process has not been popular for encrypting gray 

images, there has been growing research on other 

techniques that have gained popularity and success among 

the VC community[4]. One of the more popular methods 

has implemented the process of half toning images [4]. 

Half toning can be accomplished by thresholding the 

image. This is done by designating a pixel cut-off value to 

determine if a gray pixel should be assigned to a black or 

white pixel[5]. This technique is assigning all gray values 

below 128 digital counts to black and any above that 

threshold to white [5]. Another approach is to examine a 

subgroup of pixels, determine their average, and reassign 

that block of pixels with a designated ratio of black and 

white pixels approximating that level of gray[4]. The 

number of gray levels used determine the quality of the 

resulting black and white (gray) image. To illustrate, Figure 

6 shows the original image of Lena and corresponding. 

 

 
Figure 5: Shamir approach to deal with gray images [5] 

 

Thresholded images using two, eight, and sixteen gray 

levels, respectively [6]. By comparing the original image 

with two, eight and sixteen gray level we can reach to this 

fact that the sixteen gray levels is the best representation of 

the original image but the two gray level image shows the 

overall shape of the image and major features but does not 

show more details. The eight gray level image shows more 

detail than the two level image but still blurs some of the 

edges and gives false shadows. It is obvious that having 

more levels of gray needs additional time for processing 

but the output would have a good contrast and it would be 

more representative in comparison with lower levels of 

gray. 

 

 
Figure 6: two, eight and sixteen gray levels[5]. 

 

VIII. COLOR IMAGES 

 

Having images in the world cannot be solely represented 

by binary or gray images. The real life is dealing with 

colorful images. The method uses the procedure illustrated 

in figure. 8 to transform a color secret image into three C, 

M, and Y halftone images. Then, every pixel of the 

halftone images is expanded into a 2×2 block. Every block 

of the sharing images therefore includes two transparent 

(white) pixels and two color pixels[4]. There is also a half 

black-and-white mask to shade unexpected colors on the 

stacked sharing images so that only the expected colors 

show up. 
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In figure 8. If pixel Pij of the composed image is (0, 0, 0), 

the distribution of the color pixels in the three sharing 

images is assigned as the first row in figure 8. After stacked 

by the mask image, all the color pixels on the three sharing 

images are shaded by black pixels and only the white pixels 

can reveal, thus showing a white-like color. If pixel Pij is 

(1, 1, 0), only the C and M components are revealed, with 

the Y component being covered by the black mask[4]. The 

distribution of the color pixels in the three sharing images 

is as the fifth row in figure. 8, thus showing a blue-liked 

(cyan plus magenta) color. If pixel Pij is (1, 1, 1), the C,M, 

and Y parts can all be revealed, thus showing a black 

color[4]. The distribution of the color pixels in the three 

sharing images is as the eighth row in figure 8. The eight 

combinations of the three primary colors of the composed 

image under this method are illustrated in figure 8. 

Moreover, we can also analyze the color distribution of the 

stacked image in terms of color quantity. For example, the 

first row in figure 8 shows that black color occupies half of 

the 2×2 block in the composed image[9]. Since black can 

be seen as the composition of C, M, and Y, which means 

that C, M, and Y occupy half of the whole block 

respectively, the densities of C, M, and Y components 

within a 2×2 block are all 
1

2
 [6].  

 

If the distribution of color pixels in the composed image is 

as the fifth row in figure 8, only C and M are revealed with 

Y being covered by the black mask. Since black can be 

seen as the composition of C, M, and Y, C and M can 

appear in all four blocks of a 2×2 block in the composed 

image, but yellow only appears in two. So the color 

intensity of C, M and Y can be denoted as (1, 1, 
1

2
 )[6]. If 

the distribution of color pixels in the composed image is as 

the eighth row in figure 8, four blocks are all black and the 

color intensity (C, M, Y) can be denoted as (1; 1; 1). As a 

result, white pixels in a stacked image are no longer pure 

white (0; 0; 0), but are half black-and-white(
1

2
, 

1

2
, 

1

2
) instead. 

Accordingly, the colors in a stacked image are no longer 

distributed between (0; 0; 0) and (1; 1; 1), but are 

distributed between (
1

2
, 

1

2
, 

1

2
)  and (1, 1, 1)[6]. 

 

 
Figure 7: transforming a colorful secret image into three C, 

M, and Y halftone images [6]. 

 
Figure 8: Visual Cryptography Scheme for Color Images 

Using CMY Subpixels [6]. 

 

IX. VISUAL CRYPTOGRAPHY AND ITS 

APPLICATIONS 

 

Lots of algorithms and approaches based on visual 

cryptography have been proposed and as we expect they 

are trying to address security issues in communications. 

For example, in [24] Visual Cryptography has been applied 

for authentication for Data Matrix Code in Identity cards 

and Doroodchi [15, 17] mentioned it as one of the criterial 

that can be considered in Service Oriented Architecture to 

address the security issues. Tunga in [28] proposed a 

scheme that describes a safety mechanism based on Visual 

Cryptography. The mechanism described consists of a lock 

and a key. For every pair of lock and key there is a unique 

image associated. The unique image is even unknown to 

the owner of the lock and key that can be applied in 

[8,11,12,17,33]. Beside the mentioned approaches there are 

lots of potential applications for visual cryptography in 

banking with respect to authentication and authorization[9]. 

Hedge [29] explain secure authentication using image 

processing and visual cryptography for Banking 

applications. perfect security, decryption (secret 

restoration) without the aid of a computing device and 

robustness against lossy compression and distortion due to 

its binary attribute[29] makes this approach as a way for 

defining a secure channel for communications.  

 

X. CONCLUSION 

 

Visual cryptography is one the secure ways to transfer and 

store digital data. The main advantage of visual 

cryptography is that no computation required to decrypt the 

final result. It gives this chance to anyone, who has a little 

knowledge about cryptography, to go through the 

decryption processing easily. The most important part of 

any VC scheme is the contrast of the recovered secret from 

a particular set of shares, as it is not going to be the same as 

the input image. So there is still room for developing more 

efficient ways to address this problem. 
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